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(54) METHOD FOR STARTING AND STOPPING DHCP RELAY AGENT FUNCTION AND ROUTER 

(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent invalid traffic by stopping the 
operation of another dynamic host configuration protocol(DHCP) relay 
agent while exchanging data with a DHCP server or DHCP client only 
through one DHCP relay agent in the same network. 
SOLUTION: Different values of timing are applied to plural DHCP relay 
agents 6 and 7 or the like, the DHCP relay agent having the shortest 
timing is operated, the other relay agent monitors data on a network 9 and 
when it is found the other relay agent sends a message, the function of 
the relay agent is stopped. 
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[IS*3Si 1 DHCPt^h thi ocdv 

mjfaM2co^-/ h v — $ \zfe^ 'p?£< th lOCDDHC 
p y i/-x»:/xyh^J;(/DHCP^7^7y hdSS 

mmuHc p y ^— M^t^ft^^-^ 

te. &DHC P y i^-x-^xy hfj;rnfti5*6^ 

f£D H C P y m — i?^ h ^ x hijIE^ 2 CO^ 5/ h 17 
-^l^DHCP^7^TyM^, !l 1 £>^s/ h — 

^±odhc p-^— ^<^e> i pr k ^ 5 7h&> 

tc^n — K^r^r^ h I PT K^^K#1*> iyir 

B£l PT K^1R#I*^ ;yt-^ggi:±ot, Sir 
fE^-Y ^ >^^S9 9 <t Ih1B3f$c^ ftii^DHCPyL/ 

— — h^fcBUia^l CO^^ h V — ^COUHC P 
f-— y^C^L^^ -V ^ h I P T Kl^^®#S*> 3> 

mrlE^-f ^ >^^TfluK:{tiicoDHC P y i^-x-^y 

'h^bDHC P-^— ^fC^n^r^;* <yir — 

atrial 5: v^S&T^-c. ioDHCpyi/-^ x 

yh/O^DHC Pt-/q^r:^^^ h I PT K 

PT Kl^^.ffi#S*> ^ir— v ; Oi£&£($ihU DHC 
Pf-— ^tc I PT KW^Kf#S*7< s'ir— v^SrrL-^^ 

SirlES 1 s> M7-^±fiODHCPt-^i, ^< 
^CT^ir^ L-7ci|g20^^ h«7-^±©DHCP^7-< 
T>- hoPrflT-T*— *<^<£2&&m£5, 

IiS*3S2 ] DHCPt"^i^>^< thi ocd 
DHCP^7^ry has^jffi£jft,fcfgi co^^z hy— ^ 

SSIl CO^^ h>7- YV — $T K^ft 

DHC p y i/-x-^xyhiti, 

SufEM2C0^iy h9-^±ODHCP^7^Tyf^ 
<b . . ftufEM 1 CO^iy hI7-^J;©DHCPt-^6 I 
PT Kl^*K-f§^5fc£>U::7*n — K*^* h I 
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pt h>^wn*^ yt-^srEatssi^ESf 
mtm i coEa^s^afriE i prK^t#i*^^t 
^>^cor^[-. dhc p y M^iem 

(D^-y h<7-^(DDHCPf-/<(:^^^t^ I 

10 i£{f Lfc I PT K^B#S*^ iyfe — v^^^f bfcr 
<fc£8i*uL7U&-&tt. mifEDHC P y v?^>- h 

^^f^ih^^, HuK^^^^rttcaaSl PT 

-^~^>- h^£«jf££^£y 
[0 0 0 1 ] 

20 U^M^a^S^y h!7-^PflT% DHCP (D y n 
amic Host Configuration P 
r o t o c o 1 ) t-^iDHCP^ ^ h/^lHf 

-r^7c^o. DHepy i/-x~^xy h(cit§ 0 

[0 0 0 2] 

[f*^S»f] DHCP^7^ryM\ 

hy — ^T Kl^ft^cO-*^ M7-^±l-fe5DH 
C P^— I PT Ki^^«r#<t 5 t-tzm-S-, ? y 
■Y/y HiDHC P V Y\z i pr Ku-* 

30 ^/D-K^-^^h-cMU ^7^ryh(Z)it5 

^3/ h 17-^±^g»(7)DHCP !i 

P-^y M7-^±^DHCPy U-x-^xy 

i pt K^^*ffi#-^- &fctb\c^ * */-z—*j<D^m 
7-fryh, &DHCpyy-x-^xyh, dhcp 

f*— -'^W-cmffiLTteiXStb, ^LTDHCP^7^ 
7 y h Utatcgif L tlft J: o t D H C Pf 
40 il^LT I PT K^«:lRllLTV^o 
[0 0 0 3] 

«t 5 ^t¥*O^S:T^i, DHCPt-z^glLfcDH 
CP^7^7yh^i P7K^«:StfS6^ti^ D 
HCPt-/^ DHCpyy-x-^/xyh, DHCP 

[0004] &mmn. r ^ J: 5 ^*(7>sRH«r/w*-r 

50 5^at>^Ji$tL^cfccoT\ YV~ ^rtT?^, 1 
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PCPDHC P V U — zc— y^y* hfdtffcDHC P^ — 



(3) 000-4257 

4 

DHC P^7^7y h /D^ <b ^ luteal <D*y h 7 — ^± 
CODHC P-?— ^a^b I PT K^^S:ffi»^-S7t**c^ 
n — K**-* h I P7 Ki^^fiWS*^ y-tr — v> 

IS I PT h>^©fS*> -yir— ^«r^Si1-ei. BJIE 

f^^tciatir^nT^^^^ *>^<z>fimc, dhcp 

U U— ^~ i;*y h^StlffiMl <^^^ h 
pf-sMc^-*^* h-tZ> I P T Kt"* * 
10 ir — v'£i£ff L-tc:^ if p »«at§!2 C0E»^8 t , 

mria-^>r ^ ^p^ctufeDHc p y w— ^— v^x ha? 

j&flbfc I P7 KV*»-f#S*> ^ir-v^&ff Lrc~ 
£ ^^LTtiHHi. SlEDHCPUi — x-^^y^ 

-xl-v^v H^flg*»-fP$ii:S y w-x:-v^>' Ml 
[0 0 0 8] temwckinte. fS*ifi icfEgtoDHC 

[0 0 0 9] 

£*;y h!7-^iffl^§o 
[0010] DHCPi^ flg^ 7-f 7y M-i* I P 

f— /<^T^-t?;* LT I FT K^^*6#tS/n h = 

[0 0 l.l ] t^BttDHC P-9— ^<<k^S3t5^3/ h 
17-— ^±C0DHC P^ 7-Y7y DHCP!i y-x 

30 — v?i>- h^lTDHCPt-^b I P T KI^^S: 

[t> 0 1 2] Hll Kio^T. lliDHCPt-^ 2*1 
DHCP;>7^7yhT\ 1 CD* y h 3 

ftiKStl/O^a -tltDHCP^7^7yh2ij:-)g 
«JtCf±1S-ftT*&5d^ itij:DHCP^7^7yh2t' 

[0 0 13] DHCPt-^gjffi^nt^y 
3 tf\ W^Lfiife3il^*5^S*-ttrtcon— ^?;ux y r* ^ 

40 [0 0 14] 4ttA~^T\ fttl^*f M7 — tmt^i~ 

[00 15] 5 ft? 4 K^y h? — ^WANT% 

DHCP!/ l/-x-^y h 6lcffiSSlxt^5o 5tt 
w A N r*& SjKRtefc < . i^— tf w ^ f 

[0 0 16] 6 *5it^7 I*** h?_^ 9tcS)K*iXfe 

^— ^Bttt6*'W"f"SDHC p y y-x-^yhtfc 

50 5o 



[0 0 0 5] 

^tcf8*JSi tc|£«fccoi8M^. DHCPf*-/<^ 

< i: 1 ooODHC P^7>f7y h HtzB 1 <£> 

r KU^(*^ooS^^M2 0*^ h ^^6Hf/££ 

ft. ffir-K^2<3C»*y h 17 — t 1 OCDD 

HC P y ^ — N*S itFDHC P^7^7y h 

;6^^£ftT4o 9 , i5fSDHCPyy-x-^xyh/^ 

n-Scff-it-f-ss^fc^.- ^-dhc p y U— ic-v^:/ h 

t±^ft^*ftSft5*^ ^ >^*#:tfcft, KDHCPU 
U — =c — M*. iiulESg 2 y h »7_ ^±6QDH 

CP^7Y7yM^, J£l 0*3/ h V — ^_hCDDHC 
Pt-/<^& I P7 KL-^^^ff^fc^c^n — K=¥ 
-V^. h I P T Kl/^^tt^*:^ -yir— 

U f^l P7 ^-fe-^jf icio 

striae ^ v^«r»J9,%^^iiUBftc. wdhc 
p y u— v-^ v h^^Btrie^ 1 h ^^>od 

HCPf-^C^x^-^^ h £tl%> i p t vis^m&w 

DHC P y 1/ — 3i — yhn^DHC Pf-A|;a- 
^-^^ h^tL^.^ s^ir — i?&&$aL,fc.mG'\zn, fuf£ I 
PT ^ir-v'Oga^f^ih-r^^:^^ 
y l/-x-v?xy'h^:Lt^»^t)f*±L^ fijfB^Y^ 
>-^^T^r% |0DHCP!il/-x-yxyha^D 
HC P-^— ^MCzr - ^ ^ $ttJ5 I P7 Kt^SX'f&g 
s/ir — v-^inL^^o^iS^Jc:^, I P7K^ 
^'f#^*^ s'ir — ^oeaSrfSihL-, DHCPf-^i: 
I PT b^^m-i^M^ y^z — 'y^:^-^^^ ht5i 
y u— 31-^^ h»H64r»f^$ii: % SfrKIK l o 
^i/ h7— ;±C0DHCPf-/<^ i~—y<KT^^^ 
Lfc^2(D*-/ h7-^±C0DHCP^7Y7yh^l 

[0 0 0 6] ^^Mtc.tix^ ^>-^coi#Mv>d 
HC P y k > ; ^ >- h-o^-^s y 3i— i^ai yht 

LTffibt, ftti^DHC p y y-x-^y Miftflz&f? 
ib-f^^T?. I P T K^^K#c07c^CDflSb h 

[0 0 0 7 ] C0iS*ig 2 iCflEttcO^— DH 

C P^— ^<jo JiO^#< i: 1 OODHCP-; 7>T7y 
hdSSiggS^fcSl 0*;y M7 — 2^ ^i^^ico*^ 
h!7— b? — ?T KU^f£^aW£3lg2<0* 

^ M7 — ^ toBBlc^SEU. ^ttfeco*^ M7 — ^BB-C 
cO /I* — "T" >-^^rfT^P7^— ^iC^oV^T. DHC 
pyy-x-yxyhll^ ^»»je$ixfc#-< S v 



5 

[0017] Ell TODHC P V U — ze — >' hfi 6 

[0 0 18] 8liDHCP^7>fryh«:ft$Wlc:$L 

[0 0 19] 9fc£^2tf>^3/ h^ — #IxJ*ifclii<Z> 
^-f±<^n— ^7 yum y T^y h — ^ LANSrffitLT^ 

[0 0 2 0] DHCPU l/^-^xy h^j/ hi?- 

— ;^7"— >a ^Sr** h7-^}:fett^r^:i;o 
miltcteffift lefts:: c^#i/\ 
[0 0 2 1] i2^-^SS^tf^DHCPy l/- 

[0 0 2 2] 6 0 1fj:t*MSlCPUT\ DHCP 

[0 0 2 3] 6 0 2}j:±EtitRAMt\ DHCPJJ 

[0 0 2 4] 6 0 3flfeiglEEPROMT\ DHC 
P y U — m — K A— ^o^-^ild^tS 

[0 0 2 5] 6 0 4^*'j ? Vt-FLEDr% WAN 

[0 0 2 6] 6 0 5 ^0#f+T\ DHCPDU-x-^a: 

[0 0 2 7] 6 0 6fiiEftgBRAMt% i^t^LA 
N=iy}>D»7 6 0 7 4o J: >'hD-76 0 8 

[0 0 2 8] 6 0 7iiLAN3>'hD-7t\ 
- ^ 9 a> & S ft 3= 7c tei^ff i" £ * «r»J*-f - 5 o 

[0 0 2 9] 6 0 8mVAN3yhD-7t\ WAN^ 
h S ft * fc ^;lff^- 5 7 s - * £rftj ffl-f 6 o 

[0 0 3 0] 6 0 9^y^7x-^3yhD-7t\ 

[0 0 3 1 ] 6 1 OfiHUB^y ho-7"C\ hi? 
[0 0 3 2] 61 lHRS-2 3 2C^fy^7x-^C0 
[0 0 3 3] 10 fiDHC P y m — v hOf- 

& ft tj: 5 S^S^S -e fe 6 o 

[0034] 03^ HJl {CTjk-TX 5 ^ 3/ h 17 — ^ 
9f:DHCP')l/-x-yxyh6 ( 7 s — * gg« * -Y £ 

DHCPyi — x-^ x y h ifs]^) ^^bfct^flg^ 
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^1/>T, h y~ ^ 9 tcjg^£tlfcDHC P^ 7^f7 

yh8/j\ 3±ODHC P^—;<1 \C I P 

[0 0 3 5] DHC 7^T>' h 8 J&U PT Kl^GO 
■y 7 s S 1 0 1 ) 

[0 0 3 6] '**jLott5f£*>K, DHC 

PD I SCOVER^ yir — v> (IP7 KV".*flX#B* 
10 >< s/ir— v^) ^7n-K^r^^hT^§t§(^f^ 
S102-K ^f^S102-2) o 

[0 0 3 7 ] DHCP!l^-x-^yh6«;^s/ 
t-ytfft^i:, fiilleDHC P y ^ — h 

3) a ' 

[0 0 3 8] :rt'aCTft'fc«*gll O^fcg 

20 [0 0 3 9] DHCP!i l^-x-^xyh7f±a = 0fC 
K:^UTfe^OT% He*ft«lcJ;$DHCP!JL/-x- 
^xy h irls]^ Bol-f^<^(CDHCPD I S CO 
VE Ry< ^ir— v^^^^^r-y^ (^r^ 
S 1 0 4) o 

[0 0 4 0] rc0> — y^f-^gS^lfeLt^^ 
S DHC P !J U-x-^i y h 6 T'ft&^Jl, DHCP 

y i — x-^yh 6 \±r-?%kt%£m±-t% kmc 

5) DHCPDI SCOVER>iyt-^Stt»o7t 
30 DHCPt^l^, ff^IlDHCPOFFER^ 3/ 
ir — v> (I prKMBSES^t-^) ^x^r^ 
X h T'D H C P y U-x-v^x y h I tCiSff f 6 (^7=- 
>yy°S 1 0 6 ) o 

[0 0 4 1 ] ^ir— v^SrSfS LfcDHC P y 

x-^ x yh7fi, DHCPOFFER^t-^ 

S 1 0 7) 0 

[0 0 4 2] DHCPOFFER^t-^tlo 
feDHC 9^fT >- b 8 DHCPREQUE ST 
40 * -yir— V> (y<y?<— y^z— v>) 4r^n— K^r' 

10 8-2) o 

[0 0 4 3] ^fiy^SlOS-lt'DHCPREQU 
EST^ ixir-^S^JRoTtDHCP y 
yh6H, roWdBiLTIS«brv^7U— J* (DH 
CPD I SCOVER^ y i? — v 5 ) ^^^-^^ (^7^3/ 
/S109) o 

[0 0 4 4] — ^r^S108-2t'DHCPR 
EQUE S T> yir-^S^SoTtDHC P V U— m 
50 "^xyh7lt DHCPt-/<l^^-^^^ht 
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d tl {^T-yT'S 1 1 0) o 

[0 0 4 5] DHCPREQUEST^i/t-y|:§^ 

DHCPi)l/-x-^xy 

h 7 SiCDHC PACK* i'ir — v 5 (^^7^<— 
®> ^-^-^r^^ h-Ci£ff-#-£ (^7"^/^S 

1 1 1) o 

[0 0 4 6] DHCP!iU-x-^x>'h7ij:DHCP 
ACK> -yir— -y h 17— ^ 9 t^^n— K^V* h 
T'36-(f U DHCP^7^7y^ 8 ^.nft^Sff Lt I 

2) 0 

[0 0 4 7 ] WJiSfcEW Ufc i 5 **M^HS£co^ffi 
[:±5DHCP!l^-x-^yHj: x ^-f^y^icj; 
otttODHC P Jj I— re — >?^>- h<59»f££:K«b"C 

[0048] EUte. ^ h!7— ^ 9[CDHCPi) U — 
x-^iy h 6 fclt^#ft DHCP I) 
y h7 ^#7£L/£V^^;ioV^ -*s> M7 — # 9iC^ 
^g^ttfcDHC P^7^Tyh8^, h ^ — ^ 3± 

©DHC Pt-Xl I P7 Kl^*Btf#frCrt><lft-f£ 

[0 0 4 9] DHCP-/ 7-YT>'h8^I P7 K 
^S201) 0 

[0 0 5 0] c^tc^^bi^— s<&fLotfZ>fcib\c, DHC 
PD I SCOVER.^ yir— v^er^n— K^r^r^ h T'i£ 
Ht5Uf^S 2 0 2) o 

[0 0 5 1] DHC P U U-x-i?x y h 6 i/ 
•fe— v^Slf-f*^ f&jCDHCPlJ u-x-yxyF 
A^l^-fti-a^i* 5 ^4:56^^-5 fc*tc. a IMS ^5/ h 17 

3) 0 

[0 0 5 2] DHCPUU-x-v^yhe^aW, 
fftODHC P Li U — ^ — v 51 ^. >' Kd^DHG Pih— ^ 1 
tC^-^^r-vJ* hfiSif £jft,5DHC PD I SCOVER 
* ^ir-^^SIf L^^, fttliCDHC P y i^ — ai — v-- 

U yt a:— ^y bUs^S)^-^ {^"ryZfS 

2 0 4) o 

[0 0 5 3] tit, DHCP!iU-x-^yh6^ 
DHCPt-/< 1 SCDHC PDISCOVER^^iT 
— v^^-^-v^ hX'&m-tZ (S 2 0 5) o 

[0 0 5 4] DHCPDI SCOVER^^t-v'^f 
^ofcDHCPf-^lfi, iff <9iILDHC POF F 
ER> ^ir— v^^ — h "CD H CP]) U— zc— 

x>' h 6 tCiSm-f*^ (XTv^S 2 0 6) o 

[0055] ^<z)^^t->^sif tfcDHCpy y- 

x-^xyh6tt, DHCPOFFER.^t-y^ 
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20 



30 



40 



50 



S 2 0 7 ) o 

[0 0 5 6] DHCPOFFER.^t— y^fitlio 
fcDHCP^7-YTyh8lt DHCPREQUEST 

2 0 8) 0 

[0 0 5 7 ] ^f^7'S2 0 8tDHCPREQUES 
T > j/t-^StffiofcDHC P y U — ^ — v^>' h 
-6fi, DHCPt-^l^^-^^^ht'.:^^ 
2 0 9) o 

[0 0 5 8] DHCPREQUEST^^ir-v^ 
lofcDHCPt-^lfi, DHCPyy-x-yxy 

h 6»:DHCPACK^ i/t-^x^rt^ h Ti£ 
ft i"5 (^Ty^S 210) 0 

[0 0 5 9] DHCPyy-x-^yh6tiDHCP 

-T^lf U DHCP^7^7y h S^Cfl^SIf L T I 
P7 K^£$U#T'££^f^r££ (^f^S21 
Do - 
[0 0 6 0] «±SWL7t:J:5^s *^0^oHJ&o^SI 
i:j;5DHCPyu-x-^xyhft ^-f^^^cJ: 

otft^DHCP y in— v?^^ h&mfc&^fiLisX 

[0061] I5[j:, Si tCj&^T. M7 — ^ 9^ 

DHC P y zn — v>^>- h 6*5<tt^7 tm^Mtife^tl 

locoDHCPii y-x-y^x'yh <V^"ftlt>* 
^©HlSco«i[ci;SDHCP y y-x.-v?xyh) 

7^i%£tU f^C<^^ M7— ^ 9^lBc*^fcDHC 
P^7^7yh8^ ^-y h !7 — 3±<ODHCPf- 
✓ <l*c I P7 KU^*®'#tc*4><»^ % **MtciBa# 
-f 6 ffi#<Z>» fls - ^ £ ^ U 0 T* fe £ 0 
[0 0 6 2] i5T1^ ±T*aWL^3oODHCPy 
l/-x-v?zyh*#U #2, *5cttJ 5 # 3 -CEB'J-* - 

[0 0 6 3] DHCP^7-Y7yh8^I P7 \?\s^(D 
s/^S 3 0 1 ) o 

[0 0 6 4] !!fc(C*raf— ^<*^o^5fc«t>tC, DHC 
PDISCOVER^ y-fc— v^Sr^n — K*** h"C36 

Ufi//S 3 0 2-U ^r^7°S 3 0 2- 
2. ioJ:t) ( ^f^7 s S 3 0 2-3) o 

[0 0 6 5] DHCPD y-x-^yh#l, #2. 
*5«fctf# 3li;cD^ ixir— ^4rSm-f Sir. ft^DHC 
p y u— *; x y N^s#-ffii-5^if 5^*:fl63&^S7t 

C? — ^ 9±<Dx— ^Ea4:BB*&"t-5 Ur^S303 
— 1. ^7^^5 3 0 3- 2, ioJ;^fiy7 P S3 0-3 
-3) 0 

[0 0 6 6] rrX^Fala, b. io^t^ctt, H 5 ICtf 
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[ 0 0 6 7 ] B#RB c a5ftt>®V-*6D-C\ DHCPU^-x 

- v^x y h # 3 ^t^i-^'Y AT ^7 h f^o DHCPy 

32 — y?^ >' h# 3 iic?^'N^r r> F}:];o-Cf 

(^7^5 3 0 4) , itfDHC PD I S CO 
VE R> ^/t-v^DHC Pf-/N 1 — ^ ?s h 

(J^-y^S 3 0 5) 0 
[0 0 6 8] :i<Z>j* ^ir — y[j:r- * £ Bflte L T ^ 
5DHC P y U — m — v>^>- h # l 4oi tK# 2 -ej&5ai£ 

dhc p y i/-x-^x y h # i joi(;# 2 fiio 

DHC P y l/-x-v ; x>' h^ifjf£LT^£^ i^o 

3 0 6 — 2) DHCPDISCOVER^i/t-^S 
IttofcDHCPt-^lij:, fr^ILDHCPOFF 
E R> y-fer— v^^z- — ^-f * h^DHC P V ly— 31 — 
zc>h# 3^^fi"5 (^t"^7°S 3 0 7) o 

[ 0 0 6 9] rcO^^t-y^flLTcDHCPy l/- 
3i — h- # 3 ^ DHCPOFFER^i/t-^ 

7°S 3 0 8) o 

[0 0 7 0] DHCPOFFER^iyir»y^g«o 
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